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What the Sony Cyberattack Can Teach Lawyers
About Data Security

By Edward J. McAndrew, Esquire

he late-2014 cyberattack on

Sony Pictures Entertainment,

Inc. illustrates a growing

cyber threat that is much dif-
ferent and perhaps more concerning than
the consumer privacy data breaches that
have garnered headlines. The Sony attack
involved digital espionage and massive
data theft relating to some of Sony’s most
sensitive business and legal matters. The
hackers also stole information about the
professional and personal dealings of
Sony’s employees.

What truly distinguishes the Sony
attack, though, is that the hackers did
not stop at spying and stealing. They
used malware to destroy Sony’s com-
puter network. They published portions
of the stolen data online, in an attempt
to threaten, extort, and inflict financial,
legal, and reputational injury on Sony and
its employees. They threatened to harm
Sony employees and their families.

Sony’s lawyers were high-value targets
in the attack. The hackers stole, and later
published online, the emails of Sony’s
general counsel and other in-house coun-
sel. What was disclosed should be every
lawyer’s personal data breach nightmare
— legal and business strategies for the
company, including an “email purge”;
discussions about potential litigation
against the company; information re-
lating to a sensitive Foreign Corrupt
Practices Act investigation; and even the
percentages of the legal budget commit-
ted to different matters.

The hackers displayed a particular
interest in publicizing the Sony lawyers’
communications and actions relating to
data security. The hackers disclosed that
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Sony’s general counsel conducted at least
one briefing to Sony’s Board of Directors
about data security issues in June 2014
— putting the Board on actual notice of
such matters months before the massive
cyberattack. There were also discussions
about prior hacking incidents and data
breaches at Sony, including the highly
publicized 2011 attack on its PlayStation
Network that impacted over 77 million
users. Sony lawyers advised the company
not to disclose some of these past data
breaches. The lawyers also discussed the
hacking group Anonymous and how to
respond to past hacking incidents via
social media. Thus, what was put on
public display was some portion of the
approach taken by Sony, its Board, and
its lawyers to data security.

A primary legal and ethical question
now is whether Sony and its lawyers made
“reasonable efforts” to secure their data.
That question may be asked in lawsuits,
government investigations, and perhaps
bar inquiries. What happened to Sony
can happen to any of us, and the question
will be the same.

For us, the question would come
directly from the Delaware Lawyers’
Rules of Professional Conduct. Rule
1.6(c) requires lawyers to make “reason-
able efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthor-
ized access to, information relating to
the representation of a client.” Although
this Rule focuses only on client-related
information, the data security approach
it requires applies equally to securing a
lawyer’s own data and digital tools.

What is “reasonable” is, of course,
often highly fact-specific. Comment 19

to Rule 1.6 lists various factors relevant to
whether data security efforts are reason-
able, “including, but [ ] not limited to, the
sensitivity of the information, the likeli-
hood of disclosure if additional safeguards
are not employed, the cost of employing
additional safeguards, the difficulty of
implementing the safeguards, and the
extent to which the safeguards adversely
affect the lawyer’s ability to represent cli-
ents (e.g., by making a device or important
piece of software excessively difficult to
use).” Comment 20 offers similar advice
as to client communications.

In 2014, the Commission on Law and
Technology published “Leading Practices:
Data Security” on its website to assist law-
yers on data security issues.' The “Lead-
ing Practices” are drawn from a variety
of sources that have been widely adopted
across public and private sectors for busi-
nesses of all sizes. Utilizing these “Leading
Practices” will enable lawyers — regardless
of practice type or organizational size —
to engage in the type of risk management
process and planning for cyber incidents
that is increasingly seen as a “reasonable”
approach to cyber threats. The Com-
mission intends to add to its website ad-
ditional resources that may aid lawyers in
undertaking “reasonable efforts” to secure
their own and their clients’ data from the
constantly evolving cyber threat. @

1. Delaware Supreme Court Commission on Law
& Technology Website, available at: http://courts.
delaware.gov/declt/datasecurity.stm.

Ed McAndrew is the Cybercrime Coor-
dinator in the United States Attorney's
Office for the District of Delaware and
the leader of the Commission on Law
and Technology's Data Security Work-
ing Group.
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