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Who Are the Bad Guys?

Individuals

Criminal Groups or Organizations

Nation-state Actors or their Affiliates



What Are Their Objectives?
• Spying -- those who steal data collected, created or used by governments or 

private organizations to gain a competitive strategic, security, financial, or 
political advantage.

• Stealing  – those who engage in illegal cyber-events for monetary gain, such 
as computer intrusions or internal exfiltration of personal, professional, 
financial, or proprietary information or intellectual property.  

• Terrorism/Extortion -- state-sponsored and non-state actors who engage in 
cyberattacks as a form of, or use digital technology to facilitate, acts of 
terrorism or to effect organizational or individual behavior.  

• Warfare -- agents or quasi-agents of nation-states who develop capabilities 
and undertake cyberattacks in support of a country’s strategic military 
objectives. 

• Hacktivism – individuals or groups who perform cyberattacks for personal, 
political or other nonmonetary reasons.  



Outsiders and Insiders



We are witnessing “the greatest transfer of wealth in 
history.” 

Gen. Keith Alexander, Former NSA Director & Cyber Command 
Commander

Intellectual Property 

Theft



IDENTITY THEFT



Data Exploitation



Espionage – Deals and Trade



Law Firms as a Major Target

• Mandiant estimated that 80 percent of the 100 
largest U.S. law firms were subject to successful 
data breaches in 2011 alone.  

• Law firms are “a very target-rich environment, 
their IT is generally not up to the level it needs to 
be, the victims themselves are very reluctant to 
implement any of the defenses that would work 
against this sort of thing. . . . it’s pretty much the 
perfect place to steal data from.” -- Richard 
Bejtlich, Mandiant Chief Security Officer



Law firms are ill-
equipped to defend 
themselves from the 
growing risk of 
cyberattacks.

Firms are “high value 
targets, with access to 
information on ‘highly 
sensitive matters such 
as mergers and 
acquisitions and 
patent applications.’”



Law Firm Cyber Incidents 
2015 ABA Legal Technology Survey Report

• 15% -- acknowledged breaches

• 30% -- experienced downtime/loss of billables

• 18% -- experienced loss/destruction of data

• 7% -- unauthorized access to non-client data

• 3% -- unauthorized access to client data

• 5% -- notification to clients



Law Firm Cyber Incidents 
2015 ABA Legal Technology Survey Report

• 42.4 % -- confirmed virus/malware/spyware 
infections

• 32.9 % -- denied infections 

• 22.7 % -- did not know if infected

• 52 % -- firms of 10-49 lawyers

• 44 % -- solos



Law Firm Data Breach Notification



Business Email Compromises



Cyber Extortion, Harassment, 
Destruction



Network Destruction and 
Confidential Data Dissemination



SONY’S TOP LAWYERS TARGETED FOR ATTACK



GENERAL COUNSEL AND OTHER IN-HOUSE 

COUNSEL’S EMAILS STOLEN.

L E G A L  M A T T E R S

 Legal and business 

strategies for Sony

 “email purge” directive

 Litigation strategy

 FCPA investigation 

 Legal budget data

 General Counsel’s Board

D A T A  S E C U R I T Y  M A T T E R S

 General counsel’s board 

briefing on data security 

prior to attack

 Handling of prior data 

breaches

 Hacktivist response 

strategy



Four Major Ethical Questions 
• Are lawyers acting competently in their use 

of technology?  -- Rule 1.1

• Are lawyers communicating appropriately 
about data security? – Rule 1.4

• Are lawyers using “reasonable efforts” to 
protect the confidentiality of client data? –
Rule 1.6(c)

• Are lawyers properly supervising other 
lawyers and vendors? – Rules 5.1 and 5.3



“Reasonable Precautions”
 “Reasonableness of the Lawyer’s Expectation of Confidentiality”

– The sensitivity of the information.

– The extent to which the privacy of the communication is protected by law 
or by a confidentiality agreement.

– The use or failure to use special security measures required by client.

– Client’s informed consent to forgo security measures that would 
otherwise be required by this Rule.

 2 Important Caveats on “Reasonableness”

– Listed factors are non-exclusive.

–Whether a lawyer has an independent legal duty to comply with state and 
federal laws governing data security and privacy is “beyond the score of 
these Rules.”



• Identify 
•Protect
•Detect
•Respond 
•Recover 

* National Institute of Standards and Technology Cybersecurity Framework 
for Improving Critical Infrastructure Cybersecurity

Reducing Cyber Risk



A Key Concept

• Individualized risk assessments 
should lead to the design of 
security and incident response 
plans that fit each individual’s and 
legal organization’s risk profile, 
goals, and budget.  








